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PT. NTT INDONESIA TECHNOLOGY

T: +62-21 2854-8000

F: +62-21 835-6423

To: PT. Danareksa (Persero) Date:

Landmark Centre Tower A, Lt 28 Ref.#:

Jl. Jend Sudirman Kav. 1 Jakarta Selatan 12190 Tel:

Fax

From: RM Ridho Handiko Leksmono - Client Manager

RFQ: -

Subject: Microsoft SIEM

Berikut ini adalaah penawaran investasi dari PT. NTT Indonesia Technology, sebagai berikut:

No. Part Number Description Qty Subscription Nett Price Amount

 (Month)  IDR  IDR 
1 Security

Microsoft Sentinel 1 12 137,662,200             1,651,946,400             
Logs ingested - 0 GB Basic logs per day, 100 GB Analytics logs per day; Azure Monitor 

Retention - 3 months of Data Retention, 0 months of Data Archive; Azure Monitor Data 

Restore - 500 Basic log queries per day, 1000 GB data scanned per query, 2000 GB Data 

Restored, 0 days data restored; Azure Monitor Search Queries and Search Jobs – 0 queries per 

month, 0 GB data scanned per query of Basic Log Queries, 0 queries per month, 0 GB data 

scanned per query of Search Jobs

2 Compute
Virtual Machines 3 12 3,325,567.68           39,906,812                   
1 D4as v5 (4 vCPUs, 16 GB RAM) (3 year reserved), Linux,  (Pay as you go); 1 managed disk – 

E10, 100 transaction units; Inter Region transfer type, 5 GB outbound data transfer from 

Southeast Asia to East Asia (Danareksa, Nindya, PPA)

3
Management and 

governance
Azure Lighthouse (There are no charges to use Azure Lighthouse) 12 -                              -

4 Implementation
Professional Services by NTT 1 260,822,309                 

5 Principle Support
Standard support by Microsoft (License start from beginning of implementation) 12 19,080,000                   
Microsoft Customer Agreement (MCA)

6 Local Support
Local Support for 12 months by NTT based on Technical Proposal 1 169,513,935                 

SLA uptime 24x7 (Uptime dan warranty license started after activation)

Total Price 2,141,269,455      

3,269,455-              

VAT 11% 235,180,000          

Total Price include VAT 11% 2,373,180,001      

Syarat dan Kondisi:

* Penawaran sudah dalam Rupiah dan termasuk Pajak yang berlaku.

* Penawaran ini berlaku hingga 30 Desember 2022

* Kami berhak untuk meneruskan kenaikan harga terkait nilai tukar jika fluktuasi nilai tukar sama atau melebihi lima (5) persen.

* Waktu Pengiriman: 4 - 6 minggu setelah konfirmasi pesanan (PO atau SPK)

Jangka Waktu Pembayaran:

1. Software/Platform

Untuk lisensi dan support Internasional, pembayaran dilakukan per bulan sesuai dengan Surat

Perintah Kerja / Perjanjian Kerja sama antara Danareksa dan perusahaan pemenang tender.

2. Implementasi

1. Tahap I sebesar 20% (tiga puluh persen) dari total biaya Pekerjaan, yang dibayarkan

setelah penandatanganan Surat Perintah Kerja / Perjanjian Kerjasama oleh Danareksa

dan Perusahaan pemenang tender.

2. Tahap II sebesar 40% (lima puluh persen) dari total biaya Pekerjaan, yang dibayarkan

setelah ditandatanganinya User’s Acceptance Test (UAT) penerimaan barang dari

pemenang tender dan pernyataan warranty dari principal serta penyampaian Draft

Dokumen Deliverables yang dibuktikan dengan Berita Acara Serah Terima Pekerjaan

(BAST).

3. Tahap III sebesar 40% (dua puluh persen) dari total biaya Pekerjaan, yang dibayarkan

setelah penyampaian Dokumen Final Deliverable yang dibuktikan dengan

ditandatanganinya Berita Acara Serah Terima Pekerjaan (BAST).

Jika Anda memiliki pertanyaan tentang Surat Penawaran ini, silakan hubungi Ridho Handiko di Telepon: +62-87777811271 atau email: rm.handiko@global.ntt

PT. NTT INDONESIA TECHNOLOGY Accepted By,

RM Ridho Handiko Leksmono Name, Signature, Date & Company Stamp

QUOTATION

27-Dec-2022

421/NTT-IT/QUO-FSI/DANAREKSA/XII/2022

+62-21 2854-8000

+62-21 835-6423

Discount



PT. NTT Indonesia Technology

DBS Tower 22nd floor

Jl. Prof. Dr. Satrio Kav. 3 - 5

Jakarta Selatan 12940, Indonesia

Tel: (62) 21 2854 8000

Fax: (62) 21 2988 8582, 2988 8583

Page 1 of 1

Bill to:

DANAREKSA (PERSERO)

Menara Danareksa LT 20-21 

Jl. Medan Merdeka Selatan No. 14 Gambir

Gambir Kota ADM. Jakarta Pusat DKI Jakarta

Invoice No:

92216285

Date:

27.07.2023

Your Reference:

RFP-46/035/OS-IT

Our Reference:

40397083

Terms of payment:

30 Days

Item Model No Description Unit Price Qty Total

IDR IDR

1

Tahap 2 atas Implementasi Microsoft Sentinel 

sebagai Security Information and Event 

Management setelah UAT

178,458,716         1 178,458,716                     

Subtotal 178,458,716                     
Discount -                                    

TOTAL 178,458,716                     
PPN 11% 19,630,459                       

GRAND TOTAL 198,089,175                     

PT. NTT Indonesia Technology BANKERS

Account Name

Bank Name       

Account No      

Address           

Branch code 

Swift Code       

Bank Code 

______________________ Note

Irianto Samuwal

Please quote the invoice number in your remittance

Harap cantumkan nomor invoice di setiap pembayaran

:Payment " Full Amount "

Invoice

: PT NTT Indonesia Technology

: PT. BANK MANDIRI (Persero) Tbk.

: 124 00 11 031 300 (IDR)

: Jakarta Graha Irama

:80017



Faktur Pajak

Pengusaha Kena Pajak

Pembeli Barang Kena Pajak / Penerima Jasa Kena Pajak

Nama : DANAREKSA (PERSERO)
Alamat : Menara Danareksa LT 20-21 Jl. Medan Merdeka Selatan No. 14 GambirGambir Kota ADM. Jakarta Pusat DKI
Jakarta
NPWP : 01.000.520.5-093.000

Kode dan Nomor Seri Faktur Pajak : 010.009-23.46039413

Nama : PT NTT INDONESIA TECHNOLOGY
Alamat : DBS BANK TOWER, CIPUTRA WORLD I LANTAI 22, JL. PROF. DR. SATRIO KAV. 3-5 RT 018 RW 004 ,
JAKARTA SELATAN
NPWP : 43.331.239.4-011.000

No.
Harga Jual/Penggantian/Uang

Muka/Termin
Nama Barang Kena Pajak / Jasa Kena Pajak

178.458.716,001
Tahap 2 atas Implementasi Microsoft Sentinel sebagai Security Information
and Event Management setelah UAT
Rp 178.458.716 x 1

Harga Jual / Penggantian 178.458.716,00

0,00Dikurangi Potongan Harga

0,00Dikurangi Uang Muka

Total PPN 19.630.459,00

0,00Total PPnBM (Pajak Penjualan Barang Mewah)

Dasar Pengenaan Pajak 178.458.716,00

Sesuai dengan ketentuan yang berlaku, Direktorat Jenderal Pajak mengatur bahwa Faktur Pajak ini telah ditandatangani secara elektronik sehingga
tidak diperlukan tanda tangan basah pada Faktur Pajak ini.

JAKARTA SELATAN, 27 Juli 2023

ARIS SULISTYANTO

Invoice No. 92216285

1  dari 1PEMBERITAHUAN: Faktur Pajak ini telah dilaporkan ke Direktorat Jenderal Pajak dan telah memperoleh persetujuan sesuai
dengan ketentuan peraturan perpajakan yang berlaku. PERINGATAN: PKP yang menerbitkan Faktur Pajak yang tidak sesuai
dengan keadaan yang sebenarnya dan/atau sesungguhnya sebagaimana dimaksud Pasal 13 ayat (9) UU PPN dikenai sanksi
sesuai dengan Pasal 14 ayat (4) UU KUP



 

Danareksa - SIEM Sentinel 

User Acceptance Test 

 

Company Confidential - Client / Vendor Information  Page 3 of 43 

© NTT Indonesia Technology 11 July 2023 | Version 0.01 

 

Document Configuration Management 

Document Identification 

File Name Danareksa_SIEM_Sentinel_UAT_V1.0.docx  

Version Version 0.01 

Sensitivity Classification Company Confidential - Client / Vendor Information  

Document Owner Muhamad Yusuf 

Preparation 

Action Name Role / Function Date 

Prepared by: Muhamad Yusuf 
Bunga Arinda 

Salma Navisa 

TS Implementation 
Engineer 

19 June 2023 

Reviewed/Approved by: Riza Fariz Project Lead 11 July 2023 

Release 

Version Date Released Change Notice Remarks 

0.01  Initial Release 1st Draft 

    

Contribution (C) and Distribution (D) List 
Name C/D Organisation Title 

Akbar Alamsyah D Danareksa Project Owner 

Anggi Siagian D Danareksa Project Manager 

Shindyta Aulya D NTT Ltd Project Manager 

Riza Al Fariz  C/D NTT Ltd Project Lead  

Muhamad Yusuf C/D NTT Ltd TS Implementation Engineer 

Salma Navisa C/D NTT Ltd TS Implementation Engineer 

Bunga Arinda C/D NTT Ltd TS Implementation Engineer 

 

  



 

Danareksa - SIEM Sentinel 

User Acceptance Test 

 

Company Confidential - Client / Vendor Information  Page 4 of 43 

© NTT Indonesia Technology 11 July 2023 | Version 0.01 

 

Table of Contents 

NTT contact details ............................................................................................................2 

Confidentiality ...................................................................................................................2 

Terms and conditions .........................................................................................................2 

Document Configuration Management ..............................................................................3 

Document Identification ....................................................................................................3 

Preparation........................................................................................................................3 

Release 3 

Contribution (C) and Distribution (D) List ............................................................................3 

1. Executive Summary ............................................................................. 6 

1.1 Background ..........................................................................................................6 

1.2 Objectives ............................................................................................................6 

1.3 Audience ..............................................................................................................6 

2. Design .................................................................................................. 7 

2.1 Existing Design ........................................................... Error! Bookmark not defined. 

2.2 Implemented Logical Diagram ...............................................................................7 

2.3 Hostname Information ..........................................................................................8 

2.4 VM Size ................................................................................................................8 

2.5 IP Information ......................................................................................................8 

3. Testing Procedure ................................................................................ 9 

3.1. Verify Microsoft Sentinel ......................................................................................9 

3.2. Verify VM Linux Rsyslog for Danareksa ................................................................ 11 

3.3. Verify VM Linux Rsyslog for Nindya ..................................................................... 13 

3.4. Verify VM Linux Rsyslog for PPA .......................................................................... 15 

3.5. Verify Data Connector Azure Active Directory ...................................................... 17 

3.4. Verify Data Connector Azure Activity Directory Identity Protection ...................... 18 

3.5. Verify Data Connector Microsoft 365 Defender ................................................... 19 

3.6. Verify Data Connector Microsoft Defender for Cloud ........................................... 20 



 

Danareksa - SIEM Sentinel 

User Acceptance Test 

 

Company Confidential - Client / Vendor Information  Page 5 of 43 

© NTT Indonesia Technology 11 July 2023 | Version 0.01 

 

3.7. Verify Data Connector Microsoft Defender for Cloud Apps .................................. 21 

3.8. Verify Data Connector Microsoft Defender for Endpoint ...................................... 22 

3.9. Verify Data Connector Microsoft Defender for Identity ........................................ 23 

3.10. Verify Data Connector Microsoft Defender for Office 365 (Preview) ..................... 24 

3.11. Verify Data Connector Syslog .............................................................................. 25 

3.12. Verify Data Connector Office 365 ........................................................................ 26 

3.13. Verify Data Connector Fortinet ............................................................................ 27 

3.14. Verify Data Connector Palo Alto Networks (Firewall) ........................................... 28 

3.15. Verify Analytics Rules Enabled ............................................................................ 29 

3.16. Verify Incident Automatically Created ................................................................. 30 

3.17. Verify Workbook ................................................................................................. 31 

3.18. Verify Automation GMM API .............................................................................. 40 

Appendix A Danareksa Security Validation Acceptance Sheet .................... 43 

 

List of Figures 

Figure 2.1 Existing topology  ................................................................... Error! Bookmark not defined.  

Figure 2.2 Existing topology  ................................................................................................................ 7 

 

List of Tables 

Table 2.3 Hostname Information  ......................................................................................................... 8 

Table 2.4 VM Size Information  ............................................................................................................. 8 

Table 2.5 IP Information  ...................................................................................................................... 8 

 

  



 

Danareksa - SIEM Sentinel 

User Acceptance Test 

 

Company Confidential - Client / Vendor Information  Page 6 of 43 

© NTT Indonesia Technology 11 July 2023 | Version 0.01 

 

1. Executive Summary 

1.1 Background 

Based on the requirement PT. Danareksa (Persero) that want to deploy Azure 
Sentinel to support threat detection and security incident management through 
analysis of security events.  

 

1.2 Objectives 

The objective of this document is to describe the deployment of  Microsoft 

Sentinel(SIEM). This document will fulfil the requirement for User Acceptance Test. 

 

1.3  Audience 

This document will be made available to Danareksa. The intended audience of this 

document is the technical engineers and technical managements of Danareksa and 

NTT Indonesia Technology, especially to those who will be responsible for the 

implementation of the solution. 
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2. Design 

2.1 Syslog Diagram Diagram 

 

 

Figure 2.1 Syslog Diagram 

 

2.2 Logical log traffic flow 
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2.3 Hostname Information 

No Hostname OS Version Location Description 

1 Danareksa-azlf Centos 8 Azure Linux VM for Rsyslog 

2 Nindya-azlf Centos 8 Azure Linux VM for Rsyslog 

3 Ppa-azlf Centos 8 Azure Linux VM for Rsyslog 

Table 2.2 Hostname Information 

2.4 VM Size 

No Hostname Size Additional disk / capacity 

1 Danareksa-azlf Standard_D4as_v5 danareksa-azlf_additional_disk1 / (128GB)  

2 Nindya-azlf Standard_D4as_v5 nindya-azlf_additional_disk1 / (128GB)  

3 Ppa-azlf Standard_D4as_v5 ppa-azlf_additional_disk1 / (128GB)  

Table 2.3 VM Size Information 

2.5 IP Information 

No Hostname Public IP Address 

1 Danareksa-azlf 20.24.145.192 

2 Nindya-azlf 23.101.18.41 

3 Ppa-azlf 23.101.19.76 

Table 2.4 IP Information 
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3. Testing Procedure 

3.1. Verify Microsoft Sentinel 

Test No:  Author:  Date:  

Test Title: Verify Microsoft Sentinel created 

Test Objectives: Microsoft Sentinel created 

Test Procedure 

Check the following elements and their installation:  

Verify the Microsoft sentinel created  

1. Verify RG-Danareksa resource group has been created  

2. Verify LA-Danareksa log analytics workspace has been created  

3. Verify Microsoft Sentinel has been enabled  

4. Verify Usage and estimated costs 100 GB/day commitment tier   

Checks 

1 Verify RG-Danareksa resource group has been created  

- Log into azure portal with privileged account, search and 
select for resource group 

 

 

Pass:   Fail:  

2 Verify LA-Danareksa log analytics workspace has been created  

- Log into azure portal with privileged account, search and 
select for Log Analytics workspace 

 

 

Pass:   Fail:  
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Test No:  Author:  Date:  

Test Title: Verify Microsoft Sentinel created 

3 Verify Microsoft Sentinel has been enabled  

- Log into azure portal with privileged account, search and 
select for Microsoft Sentinel 

 

 

Pass:   Fail:  

4 Verify Usage and estimated costs 100 GB/day commitment tier  

- Log into azure portal with privileged account, search and 
select for resource group 

- Select LA-Danareksa and select Usage and estimated 
costs 

 

 

Pass:   Fail:  

Reason for Failure 

None 

 

 

Remarks 

None 
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3.2. Verify VM Linux Rsyslog for Danareksa 

Test No:  Author:  Date:  

Test Title: Verify VM Linux Rsyslog for Danareksa created  

Test Objectives: VM Linux Rsyslog for Danareksa created  

Test Procedure 

Check the following elements and their installation:  

Verify VM Linux Rsyslog for Danareksa created. 

1. Verify danareksa-azlf VM has been created. 
2. Verify additional disk Standard SSD LRS 128GiB has been added. 
3. Verify additional disk has been mount to virtual machine danareksa-azlf. 
4. Verify messages log has been pointed to the additional disk path.  

5. Verify Linux agent for danareksa-azlf has been connected. 

Checks 

1 Verify danareksa-azlf VM has been created. 
- Log into azure portal with privileged account, search and 

select for Virtual Machines.  

 

Pass:   Fail:  

2 Verify additional disk Standard SSD LRS 128GiB has been 
added. 

- Log into Azure portal, search and select for Virtual 
Machines, and choose danareksa-azlf. 

- Under settings, choose Disks. 

 

Pass:   Fail:  
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Test No:  Author:  Date:  

Test Title: Verify VM Linux Rsyslog for Danareksa created  

3 Verify additional disk has been mount to virtual machine 
danareksa-azlf. 

- On Virtual machines page, click danareksa-azlf and go go 
to Overview page. Use public IP address to connect via 
PuTTY. 

- Log in to the  

 

Pass:   Fail:  

4 Verify messages log has been pointed to the additional disk path.  

 

Pass:   Fail:  

5 Verify Linux agent for danareksa-azlf has been connected. 
- On Virtual machines page click danareksa-azlf and go to 

Overview page. Use public IP address to connect via 
PuTTY 

 

Pass:   Fail:  

Reason for Failure 

None 
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Test No:  Author:  Date:  

Test Title: Verify VM Linux Rsyslog for Danareksa created  

Remarks 

 

 

 

3.3. Verify VM Linux Rsyslog for Nindya 

Test No:  Author:  Date:  

Test Title: Verify VM Linux Rsyslog for Nindya created  

Test Objectives: VM Linux Rsyslog for Nindya created  

Test Procedure 

Check the following elements and their installation:  

Verify VM Linux Rsyslog for Nindya created. 

1. Verify nindya-azlf VM has been created.  
2. Verify additional disk Standard SSD LRS 128GiB has been added.  

3. Verify additional disk has been mount to virtual machine nindya-azlf. 
4. Verify messages log has been pointed to the additional disk path.  

5. Verify Linux agent for nindya-azlf has been connected.  

Checks 

1 Verify nindya-azlf VM has been created. 
- Log into azure portal with privileged account, search and 

select for Virtual Machines.  

 

Pass:   Fail:  
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Test No:  Author:  Date:  

Test Title: Verify VM Linux Rsyslog for Nindya created  

2 Verify additional disk Standard SSD LRS 128GiB has been 
added. 

- Log into Azure portal, search and select for Virtual 
Machines, and choose nindya-azlf. 

- Under settings, choose Disks. 

 

Pass:   Fail:  

3 Verify additional disk has been mount to virtual machine nindya-
azlf. 

 

Pass:   Fail:  

4 Verify messages log has been pointed to the additional disk path.  

 

Pass:   Fail:  
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Test No:  Author:  Date:  

Test Title: Verify VM Linux Rsyslog for Nindya created  

5 Verify Linux agent for nindya-azlf has been connected. 

 

Pass:   Fail:  

Reason for Failure 

None 

 

 

Remarks 

 

 

 

3.4. Verify VM Linux Rsyslog for PPA 

Test No:  Author:  Date:  

Test Title: Verify VM Linux Rsyslog for PPA created  

Test Objectives: VM Linux Rsyslog for PPA created  

Test Procedure 

Check the following elements and their installation:  

Verify VM Linux Rsyslog for PPA created.  

1. Verify ppa-azlf VM has been created.  
2. Verify additional disk Standard SSD LRS 128GiB has been added. 
3. Verify additional disk has been mount to virtual machine ppa-azlf. 
4. Verify messages log has been pointed to the additional disk path.  
5. Verify Linux agent for ppa-azlf has been connected.  

Checks 
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Test No:  Author:  Date:  

Test Title: Verify VM Linux Rsyslog for PPA created  

1 Verify ppa-azlf VM has been created. 
- Log into azure portal with privileged account, search and 

select for Virtual Machines.  

 

Pass:   Fail:  

2 Verify additional disk Standard SSD LRS 128GiB has been 
added. 

- Log into Azure portal, search and select for Virtual 
Machines, and choose ppa-azlf. 

- Under settings, choose Disks. 

 

Pass:   Fail:  

3 Verify additional disk has been mount to virtual machine ppa-azlf. 

 

Pass:   Fail:  
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Test No:  Author:  Date:  

Test Title: Verify VM Linux Rsyslog for PPA created  

4 Verify messages log has been pointed to the additional disk path.  

 

Pass:   Fail:  

5 Verify Linux agent for ppa-azlf has been connected. 
- On Virtual machines page click ppa-azlf and go to 

Overview page. Use public IP address to connect via 
PuTTY. 

 

Pass:   Fail:  

Reason for Failure 

None 

 

 

Remarks 

 

 

 

3.5. Verify Data Connector Azure Active Directory 

Test No:  Author:  Date:  

Test Title: Verify data connector Azure Active Directory connected 

Test Objectives: Data connector Azure Active Directory connected 
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Test No:  Author:  Date:  

Test Title: Verify data connector Azure Active Directory connected 

Test Procedure 

Check the following elements and their installation:  

Verify the data connector Azure Active Directory connected. 

1. Verify Azure Active Directory connector has been connected  

Checks 

1 Verify Azure Active Directory connector has been connected  

- Log into azure portal with privileged account and go to 
Microsoft Sentinel page. 

- Select data connectors, filter status for Connected, 
search and select on Azure Active Directory.  

 

Pass:   Fail:  

Reason for Failure 

None 

 

 

Remarks 

 

 

 

3.4. Verify Data Connector Azure Activity Directory Identity 

Protection 

Test No:  Author:  Date:  

Test Title: Verify data connector Azure Activity Directory Identity connected 

Test Objectives: Data connector Azure Activity Directory Identity connected 
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Test No:  Author:  Date:  

Test Title: Verify data connector Azure Activity Directory Identity connected 

Test Procedure 

Check the following elements and their installation:  

Verify the data connector Azure Activity Directory Identity connected. 

1. Verify Azure Activity Directory Identity connector has been connected  

Checks 

1 Verify Azure Activity Directory Identity connector has been 
connected. 

- Log into azure portal with privileged account and go to 
Microsoft Sentinel page. 

- Select data connectors, filter status for Connected, 
search and select on Azure Activity Directory Identity. 

 

Pass:   Fail:  

Reason for Failure 

None 

 

 

Remarks 

 

 

 

3.5. Verify Data Connector Microsoft 365 Defender 

Test No:  Author:  Date:  

Test Title: Verify data connector Microsoft 365 Defender connected 

Test Objectives: Data connector Microsoft 365 Defender connected 
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Test No:  Author:  Date:  

Test Title: Verify data connector Microsoft 365 Defender connected 

Test Procedure 

Check the following elements and their installation:  

Verify the data connector Microsoft 365 Defender connected. 

1. Verify Microsoft 365 Defender connector has been connected  

Checks 

1 Verify Microsoft 365 Defender connector has been connected. 
- Log into azure portal with privileged account and go to 

Microsoft Sentinel page. 
- Select data connectors, filter status for Connected, 

search and select on Microsoft 365 Defender. 

 

Pass:   Fail:  

Reason for Failure 

None 

 

 

Remarks 

 

 

 

3.6. Verify Data Connector Microsoft Defender for Cloud 

Test No:  Author:  Date:  

Test Title: Verify data connector Microsoft Defender for Cloud connected 

Test Objectives: Data connector Microsoft Defender for Cloud connected 

Test Procedure 

Check the following elements and their installation:  

Verify the data connector Microsoft Defender for Cloud connected. 

1. Verify Microsoft Defender for Cloud connector has been connected   
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Test No:  Author:  Date:  

Test Title: Verify data connector Microsoft Defender for Cloud connected 

Checks 

1 Verify Microsoft Defender for Cloud connector has been 
connected. 

- Log into azure portal with privileged account and go to 
Microsoft Sentinel page. 

- Select data connectors, filter status for Connected, 
search and select on Microsoft Defender for Cloud. 

 

Pass:   Fail:  

Reason for Failure 

None 

 

 

Remarks 

 

 

 

3.7. Verify Data Connector Microsoft Defender for Cloud Apps 

Test No:  Author:  Date:  

Test Title: Verify data connector Microsoft Defender for Cloud Apps connected 

Test Objectives: Data connector Microsoft Defender for Cloud Apps connected 

Test Procedure 

Check the following elements and their installation:  

Verify the data connector Microsoft Defender for Cloud Apps connected. 

1. Verify Microsoft Defender for Cloud Apps connector has been connected   

Checks 
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Test No:  Author:  Date:  

Test Title: Verify data connector Microsoft Defender for Cloud Apps connected 

1 Verify Microsoft Defender for Cloud Apps connector has been 
connected. 

- Log into azure portal with privileged account and go to 
Microsoft Sentinel page. 

- Select data connectors, filter status for Connected, 
search and select on Microsoft Defender for Cloud Apps. 

 

Pass:   Fail:  

Reason for Failure 

None 

 

 

Remarks 

 

 

 

3.8. Verify Data Connector Microsoft Defender for Endpoint 

Test No:  Author:  Date:  

Test Title: Verify data connector Microsoft Defender for Endpoint connected 

Test Objectives: Data connector Microsoft Defender for Endpoint connected 

Test Procedure 

Check the following elements and their installation:  

Verify the data connector Microsoft Defender for Endpoint connected. 

1. Verify Microsoft Defender for Endpoint connector has been connected  

Checks 
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Test No:  Author:  Date:  

Test Title: Verify data connector Microsoft Defender for Endpoint connected 

1 Verify Microsoft Defender for Endpoint connector has been 
connected 

- Log into azure portal with privileged account and go to 
Microsoft Sentinel page. 

- Select data connectors, filter status for Connected, 
search and select on Microsoft Defender for Endpoint. 

 

Pass:   Fail:  

Reason for Failure 

None 

 

 

Remarks 

 

 

 

3.9. Verify Data Connector Microsoft Defender for Identity 

Test No:  Author:  Date:  

Test Title: Verify data connector Microsoft Defender for Identity connected 

Test Objectives: Data connector Microsoft Defender for Identity connected 

Test Procedure 

Check the following elements and their installation:  

Verify the data connector Microsoft Defender for Identity connected. 

1. Verify Microsoft Defender for Identity connector has been connected  

Checks 
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Test No:  Author:  Date:  

Test Title: Verify data connector Microsoft Defender for Identity connected 

1 Verify Microsoft Defender for Identity connector has been 
connected 

- Log into azure portal with privileged account and go to 
Microsoft Sentinel page. 

- Select data connectors, filter status for Connected, 
search and select on Microsoft Defender for Identity. 

 

Pass:   Fail:  

Reason for Failure 

None 

 

 

Remarks 

 

 

 

3.10. Verify Data Connector Microsoft Defender for Office 365 

(Preview) 

Test No:  Author:  Date:  

Test Title: Verify data connector Microsoft Defender for Office 365 (Preview) connected 

Test Objectives: Data connector Microsoft Defender for Office 365 (Preview) connected 

Test Procedure 

Check the following elements and their installation:  

Verify the data connector Microsoft Defender for Office 365 (Preview) connected. 

1. Verify Microsoft Defender for Office 365 (Preview) connector has been connected   

Checks 
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Test No:  Author:  Date:  

Test Title: Verify data connector Microsoft Defender for Office 365 (Preview) connected 

1 Verify Microsoft Defender for Office 365 (Preview) connector has 
been connected 

- Log into azure portal with privileged account and go to 
Microsoft Sentinel page. 

- Select data connectors, filter status for Connected, 
search and select on Microsoft Defender for Office 365 
(Preview). 

 

Pass:   Fail:  

Reason for Failure 

None 

 

 

Remarks 

 

 

 

3.11. Verify Data Connector Syslog 

Test No:  Author:  Date:  

Test Title: Verify data connector Syslog connected 

Test Objectives: Data connector Syslog connected 

Test Procedure 

Check the following elements and their installation:  

Verify the data connector Syslog connected. 

1. Verify Syslog connector has been connected  

Checks 
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Test No:  Author:  Date:  

Test Title: Verify data connector Syslog connected 

1 Verify Syslog connector has been connected  

- Log into azure portal with privileged account and go to 
Microsoft Sentinel page. 

- Select data connectors, filter status for Connected, 
search and select on Syslog. 

 

Pass:   Fail:  

Reason for Failure 

None 

 

 

Remarks 

 

 

 

3.12. Verify Data Connector Office 365 

Test No:  Author:  Date:  

Test Title: Verify data connector Office 365 connected 

Test Objectives: Data connector Office 365 connected 

Test Procedure 

Check the following elements and their installation:  

Verify the data connector Office 365 connected. 

1. Verify Office 365 connector has been connected  

Checks 
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Test No:  Author:  Date:  

Test Title: Verify data connector Office 365 connected 

1 Verify Office 365 connector has been connected. 
- Log into azure portal with privileged account and go to 

Microsoft Sentinel page. 
- Select data connectors, filter status for Connected, 

search and select on Office 365. 

 

Pass:   Fail:  

Reason for Failure 

None 

 

 

Remarks 

 

 

 

3.13. Verify Data Connector Fortinet 

Test No:  Author:  Date:  

Test Title: Verify data connector Fortinet connected 

Test Objectives: Data connector Fortinet connected 

Test Procedure 

Check the following elements and their installation:  

Verify the data connector Fortinet connected. 

1. Verify Fortinet connector has been connected  

Checks 
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Test No:  Author:  Date:  

Test Title: Verify data connector Fortinet connected 

1 Verify Fortinet connector has been connected. 
- Log into azure portal with privileged account and go to 

Microsoft Sentinel page. 
- Select data connectors, filter status for Connected, 

search and select on Fortinet. 

 

Pass:   Fail:  

Reason for Failure 

None 

 

 

Remarks 

 

 

 

3.14. Verify Data Connector Palo Alto Networks (Firewall) 

Test No:  Author:  Date:  

Test Title: Verify data connector Palo Alto Networks (Firewall) connected 

Test Objectives: Data connector Palo Alto Networks (Firewall) connected 

Test Procedure 

Check the following elements and their installation:  

Verify the data connector Palo Alto Networks (Firewall) connected. 

1. Verify Palo Alto Networks (Firewall) connector has been connected. 

Checks 
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Test No:  Author:  Date:  

Test Title: Verify data connector Palo Alto Networks (Firewall) connected 

1 Verify Palo Alto Networks (Firewall) connector has been 
connected 

- Log into azure portal with privileged account and go to 
Microsoft Sentinel page. 

- Select data connectors, filter status for Connected, 
search and select on Palo Alto Networks (Firewall). 

 

Pass:   Fail:  

Reason for Failure 

None 

 

 

Remarks 

 

 

 

3.15. Verify Analytics Rules Enabled 

Test No:  Author:  Date:  

Test Title: Verify analytics rules enabled 

Test Objectives: Analytics rules enabled  

Test Procedure 

Check the following elements and their installation:  

Verify enable analytics rules. 

1. Verify all analytics rules has been enabled.  

Checks 
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Test No:  Author:  Date:  

Test Title: Verify analytics rules enabled 

1 Verify all analytics rules has been enabled  

 

Pass:   Fail:  

Reason for Failure 

None 

 

 

Remarks 

 

 

 

3.16. Verify Incident Automatically Created 

Test No:  Author:  Date:  

Test Title: Verify incident automatically created  

Test Objectives: Incident automatically created  

Test Procedure 

Check the following elements and their installation:  

1.  Verify incident created automatically  

Checks 
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Test No:  Author:  Date:  

Test Title: Verify incident automatically created  

1 Verify incident created automatically. 

 

Pass:   Fail:  

Reason for Failure 

None 

 

 

Remarks 

 

 

 

3.17. Verify Workbook 

Test No:  Author:  Date:  

Test Title: Verify Workbook created 

Test Objectives: Workbook created 

Test Procedure 

Check the following elements and their installation:  

Verify 29 Workbooks has been connected.  

Checks 

1 Verify ASC Compliance and Protection – Danareksa workbooks 
has been connected. 

- Log in to portal azure and then go to Microsoft Sentinel to 
open Workbooks page.  

- Click Saved workbooks to look workbooks has related to 
green line. 

 

Pass:   Fail:  
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Test No:  Author:  Date:  

Test Title: Verify Workbook created 

2 Verify name Attack Surface Reduction Dashboard – Danareksa 
workbooks has been connected. 

- Log in to portal azure and then go to Microsoft Sentinel to 
open Workbooks page.  

- Click Saved workbooks to look workbooks has related to 
green line. 

 

Pass:   Fail:  

3 Verify Azure AD Audit Logs – Danareksa workbooks has been 
connected. 

- Log in to portal azure and then go to Microsoft Sentinel to 
open Workbooks page.  

- Click Saved workbooks to look workbooks has related to 
green line. 

 

Pass:   Fail:  

4 Verify Azure AD Audit, Activity, and Sign-in Logs – Danareksa 
workbooks has been connected. 

- Log in to portal azure and then go to Microsoft Sentinel to 
open Workbooks page.  

- Click Saved workbooks to look workbooks has related to 
green line. 

 

Pass:   Fail:  

5 Verify Azure AD Sign-in Logs – Danareksa workbooks has been 
connected. 

- Log in to portal azure and then go to Microsoft Sentinel to 
open Workbooks page.  

- Click Saved workbooks to look workbooks has related to 
green line. 

 

Pass:   Fail:  

6 Verify Azure Key Vault Security – Danareksa workbooks has 
been connected. 

- Log in to portal azure and then go to Microsoft Sentinel to 
open Workbooks page.  

- Click Saved workbooks to look workbooks has related to 
green line. 

 

Pass:   Fail:  
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Test No:  Author:  Date:  

Test Title: Verify Workbook created 

7 Verify Azure Kubernetes Services (AKS) Security – Danareksa 
workbooks has been connected. 

- Log in to portal azure and then go to Microsoft Sentinel to 
open Workbooks page.  

- Click Saved workbooks to look workbooks has related to 
green line. 

 

Pass:   Fail:  

8 Verify Exchange Online – Danareksa workbooks has been 
connected. 

- Log in to portal azure and then go to Microsoft Sentinel  to 
open Workbooks page.  

- Click Saved workbooks to look workbooks has related to 
green line. 

 

Pass:   Fail:  

9 Verify Firewall Data Received – Danareksa workbooks has been 
connected. 

- Log in to portal azure and then go to Microsoft Sentinel to 
open Workbooks page.  

- Click Saved workbooks to look workbooks has related to 
green line. 

 

 

Pass:   Fail:  

10 Verify Firewall Data Received - Nindya workbooks have been 
connected.  

- Log in to portal azure and then go to Microsoft Sentinel to 
open Workbooks page.  

- Click Saved workbooks to look workbooks has related to 
green line. 

 

Pass:   Fail:  
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Test No:  Author:  Date:  

Test Title: Verify Workbook created 

11 Verify Firewall Data Received – PPA workbooks has been 
connected. 

- Log in to portal azure and then go to Microsoft Sentinel to 
open Workbooks page.  

- Click Saved workbooks to look workbooks has related to 
green line. 

 

 

Pass:   Fail:  

12 Verify FortiGate – Nindya workbooks has been connected. 
- Log in to portal azure and then go to Microsoft Sentinel to 

open Workbooks page.  
- Click Saved workbooks to look workbooks has related to 

green line.  

 

Pass:   Fail:  

13 Verify Insecure Protocols – Danareksa workbooks has been 
connected. 

- Log in to portal azure and then go to Microsoft Sentinel to 
open Workbooks page.  

- Click Saved workbooks to look workbooks has related to 
green line. 

 

Pass:   Fail:  
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Test No:  Author:  Date:  

Test Title: Verify Workbook created 

14 Verify Investigation Insight – Danareksa workbooks has been 
connected. 

- Log in to portal azure and then go to Microsoft Sentinel to 
open Workbooks page.  

- Click Saved workbooks to look workbooks has related to 
green line. 

 

Pass:   Fail:  

15 Verify Investigation Insight – Nindya workbooks has been 
connected. 

- Log in to portal azure and then go to Microsoft Sentinel to 
open Workbooks page.  

- Click Saved workbooks to look workbooks has related to 
green line. 

 

 

Pass:   Fail:  

16 Verify IoT Asset Discovery – Danareksa workbooks has been 
connected. 

- Log in to portal azure and then go to Microsoft Sentinel to 
open Workbooks page.  

- Click Saved workbooks to look workbooks has related to 
green line. 

 

Pass:   Fail:  
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Test No:  Author:  Date:  

Test Title: Verify Workbook created 

17 Verify Linux Machines – Danareksa workbooks has been 
connected. 

- Log in to portal azure and then go to Microsoft Sentinel  to 
open Workbooks page.  

- Click Saved workbooks to look workbooks has related to 
green line.

 

Pass:   Fail:  

18 Verify Microsoft Defender for Office 365 – Danareksa 
workbooks has been connected. 

- Log in to portal azure and then go to Microsoft Sentinel to 
open Workbooks page.  

- Click Saved workbooks to look workbooks has related to 
green line.

 

Pass:   Fail:  

19 Verify Office 365 – Danareksa workbooks has been connected. 
- Log in to portal azure and then go to Microsoft Sentinel to 

open Workbooks page.  
- Click Saved workbooks to look workbooks has related to 

green line.

 

Pass:   Fail:  

20 Verify Palo Alto Network Threat – Filter FW Danareksa 
workbooks has been connected. 

- Log in to portal azure and then go to Microsoft Sentinel to 
open Workbooks page.  

- Click Saved workbooks to look workbooks has related to 
green line. 

 

Pass:   Fail:  
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Test No:  Author:  Date:  

Test Title: Verify Workbook created 

21 Verify Palo Alto Network Threat – PPA workbooks has been 
connected. 

- Log in to portal azure and then go to Microsoft Sentinel to 
open Workbooks page.  

- Click Saved workbooks to look workbooks has related to 
green line. 

 

 

Pass:   Fail:  

22 Verify Palo Alto Overview – Filter FW Danareksa workbooks 
has been connected. 

- Log in to portal azure and then go to Microsoft Sentinel to 
open Workbooks page.  

- Click Saved workbooks to look workbooks has related to 
green line. 

 

Pass:   Fail:  
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Test No:  Author:  Date:  

Test Title: Verify Workbook created 

23 Verify Palo Alto Overview - Filter FW PPA workbooks has been 
connected. 

- Log in to portal azure and then go to Microsoft Sentinel to 
open Workbooks page.  

- Click Saved workbooks to look workbooks has related to 
green line. 

 

Pass:   Fail:  

24 Verify Sentinel Workspace Recon Tools – Danareksa 
workbooks has been connected. 

- Log in to portal azure and then go to Microsoft Sentinel to 
open Workbooks page.  

- Click Saved workbooks to look workbooks has related to 
green line.

 

Pass:   Fail:  

25 Verify Sharepoint & OneDrive. – Danareksa workbooks has 
been connected. 

- Log in to portal azure and then go to Microsoft Sentinel to 
open Workbooks page.  

- Click Saved workbooks to look workbooks has related to 
green line.

 

Pass:   Fail:  
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Test No:  Author:  Date:  

Test Title: Verify Workbook created 

26 Verify User Map Information – Danareksa workbooks has been 
connected. 

- Log in to portal azure and then go to Microsoft Sentinel to 
open Workbooks page.  

- Click Saved workbooks to look workbooks has related to 
green line.

 

Pass:   Fail:  

27 Verify Usage Report – Danareksa workbooks has been 
connected. 

- Log in to portal azure and then go to Microsoft Sentinel to 
open Workbooks page.  

- Click Saved workbooks to look workbooks has related to 
green line. 

 

Pass:   Fail:  

28 Verify Usage Report – Nindya workbooks has been connected. 
- Log in to portal azure and then go to Microsoft Sentinel to 

open Workbooks page.  
- Click Saved workbooks to look workbooks has related to 

green line. 

 

 

Pass:   Fail:  
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Test No:  Author:  Date:  

Test Title: Verify Workbook created 

29 Verify Usage Report – PPA workbooks has been connected. 
- Log in to portal azure and then go to Microsoft Sentinel to 

open Workbooks page.  
- Click Saved workbooks to look workbooks has related to 

green line. 

 

Pass:   Fail:  

Reason for Failure 

None 

 

 

Remarks 

 

 

 

3.18. Verify Automation GMM API 

Test No:  Author:  Date:  

Test Title: Verify automation GMM API connected 

Test Objectives: Automation GMM API connected 

Test Procedure 

Check the following elements and their installation: 
Verify the automation GMM API connected. 

1. Custom connector for GMM API has been deployed.  
2. Playbook GMM-API has been created.  
3. GMM PAN automation rule has been created.  
4. New incident’s notification has been sent to the Teams Channel for taking actions. 

Checks 
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Test No:  Author:  Date:  

Test Title: Verify automation GMM API connected 

1 Custom connector has been deployed. 
- Go to link Azure-Sentinel/Playbooks/PaloAlto-PAN-

OS/PaloAltoCustomConnector at master · Azure/Azure-

Sentinel · GitHub and click deploy to azure. 
- Enter all the values that are needed then click Create and 

wait until the deployment process is completed.  

 

Pass:   Fail:  

2 Playbook GMM-API has been created. 
- Open Microsoft Sentinel and go to Automation page. You 

can view list of playbooks on the Active playbooks tab. 

 

Pass:   Fail:  

3 GMM PAN automation rule has been created. 
- Go to Microsoft sentinel and select Automation. You can 

view rules successfully saved and enable on Automation 
rules tab.  

 

Pass:   Fail:  

https://github.com/Azure/Azure-Sentinel/tree/master/Playbooks/PaloAlto-PAN-OS/PaloAltoCustomConnector
https://github.com/Azure/Azure-Sentinel/tree/master/Playbooks/PaloAlto-PAN-OS/PaloAltoCustomConnector
https://github.com/Azure/Azure-Sentinel/tree/master/Playbooks/PaloAlto-PAN-OS/PaloAltoCustomConnector
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Test No:  Author:  Date:  

Test Title: Verify automation GMM API connected 

4 New incident’s notification has been sent to the Teams Channel 
for taking actions. 

- Go to Microsoft teams and channel that has been created 
before for receive the notification. 

- When a new incident is created, the playbook is triggered 
for each risky IP. It will send a notification for taking 
actions like block/unblock/ignore.  

- After taking an action, it will send a notification again 
about the summary of actions taken on the IP and the IP 
configuration.  

 

 

Pass:   Fail:  

Reason for Failure 

None 

 

 

Remarks 
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Appendix A Acceptance Sheet 
I hereby confirm acceptance and agreement of Danareksa - SIEM Sentinel, July 11, 2023 and 

the contents contained within excluding the exceptions described in the notes below. 

Notes: 

 

 

 

Danareksa should send this signed Acceptance Sheet to 021 835 6423 (fax) or email to 

muhamad.yusuf@global.ntt  

 

  

  

  

 

NTT Indonesia Technology   Danareksa 

   

Signature   Signature 

   

Muhamad Yusuf   Print Name and Title 

TS Implementation Engineer 

 

  

Date:    Date 

Anggi Atmajaya Siagian

IT Network and Infrastructure





 

PT. NTT INDONESIA TECHNOLOGY

T: +62-21 2854-8000

F: +62-21 835-6423

To: PT. Danareksa (Persero) Date:

Landmark Centre Tower A, Lt 28 Ref.#:

Jl. Jend Sudirman Kav. 1 Jakarta Selatan 12190 Tel:

Fax

From: RM Ridho Handiko Leksmono - Client Manager

RFQ: -

Subject: Microsoft SIEM

Berikut ini adalaah penawaran investasi dari PT. NTT Indonesia Technology, sebagai berikut:

No. Part Number Description Qty Subscription Nett Price Amount

 (Month)  IDR  IDR 

1 Security

Microsoft Sentinel 1 12 137,662,200             1,651,946,400             

Logs ingested - 0 GB Basic logs per day, 100 GB Analytics logs per day; Azure Monitor 

Retention - 3 months of Data Retention, 0 months of Data Archive; Azure Monitor Data 

Restore - 500 Basic log queries per day, 1000 GB data scanned per query, 2000 GB Data 

Restored, 0 days data restored; Azure Monitor Search Queries and Search Jobs – 0 queries per 
month, 0 GB data scanned per query of Basic Log Queries, 0 queries per month, 0 GB data 

scanned per query of Search Jobs

2 Compute

Virtual Machines 3 12 3,325,567.68           39,906,812                   

1 D4as v5 (4 vCPUs, 16 GB RAM) (3 year reserved), Linux,  (Pay as you go); 1 managed disk – 
E10, 100 transaction units; Inter Region transfer type, 5 GB outbound data transfer from 

Southeast Asia to East Asia (Danareksa, Nindya, PPA)

3
Management and 

governance

Azure Lighthouse (There are no charges to use Azure Lighthouse) 12 -                              -

4 Implementation

Professional Services by NTT 1 260,822,309                 

5 Principle Support

Standard support by Microsoft (License start from beginning of implementation) 12 19,080,000                   

Microsoft Customer Agreement (MCA)

6 Local Support

Local Support for 12 months by NTT based on Technical Proposal 1 169,513,935                 

SLA uptime 24x7 (Uptime dan warranty license started after activation)

Total Price 2,141,269,455      

3,269,455-              

VAT 11% 235,180,000          

Total Price include VAT 11% 2,373,180,001      

Syarat dan Kondisi:

* Penawaran sudah dalam Rupiah dan termasuk Pajak yang berlaku.

* Penawaran ini berlaku hingga 30 Desember 2022

* Kami berhak untuk meneruskan kenaikan harga terkait nilai tukar jika fluktuasi nilai tukar sama atau melebihi lima (5) persen.

* Waktu Pengiriman: 4 - 6 minggu setelah konfirmasi pesanan (PO atau SPK)

Jangka Waktu Pembayaran:

1. Software/Platform

Untuk lisensi dan support Internasional, pembayaran dilakukan per bulan sesuai dengan Surat

Perintah Kerja / Perjanjian Kerja sama antara Danareksa dan perusahaan pemenang tender.

2. Implementasi

1. Tahap I sebesar 20% (tiga puluh persen) dari total biaya Pekerjaan, yang dibayarkan

setelah penandatanganan Surat Perintah Kerja / Perjanjian Kerjasama oleh Danareksa

dan Perusahaan pemenang tender.

2. Tahap II sebesar 40% (lima puluh persen) dari total biaya Pekerjaan, yang dibayarkan

setelah ditandatanganinya User’s Acceptance Test (UAT) penerimaan barang dari
pemenang tender dan pernyataan warranty dari principal serta penyampaian Draft

Dokumen Deliverables yang dibuktikan dengan Berita Acara Serah Terima Pekerjaan

(BAST).

3. Tahap III sebesar 40% (dua puluh persen) dari total biaya Pekerjaan, yang dibayarkan

setelah penyampaian Dokumen Final Deliverable yang dibuktikan dengan

ditandatanganinya Berita Acara Serah Terima Pekerjaan (BAST).

Jika Anda memiliki pertanyaan tentang Surat Penawaran ini, silakan hubungi Ridho Handiko di Telepon: +62-87777811271 atau email: rm.handiko@global.ntt

PT. NTT INDONESIA TECHNOLOGY Accepted By,

RM Ridho Handiko Leksmono Name, Signature, Date & Company Stamp

QUOTATION

27-Dec-2022

421/NTT-IT/QUO-FSI/DANAREKSA/XII/2022

+62-21 2854-8000

+62-21 835-6423

Discount






































